NudopmanuoHHasi NIAMATKA /IS HECOBEPIIEHHOJETHUX M0 BONPOCaM
kuodepoOe3onacHocT B ceTu «HTEpHET

KoMunbpoTepHble BUPYChI

KomnproTepHBbIid BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBHIO KOTOPOU SIBJISIETCS CIIOCOOHOCTH K Pa3MHOKEHHUIO
(xonupoBanuio). B nmomoiiHeHHWEe K 3TOMY, BHUPYChl MOTYT TOBPEIUTH WIH
MOJTHOCTHIO YHUYTOXHUTH BCe (haiiyibl M TaHHBIE, MTOAKOHTPOIBHBIC MOIH30BATEINIO,
OT UMEHU KOTOPOTo ObliIa 3amylieHa 3apak€HHas MporpamMma, a Takke MOBPEIUTh
WIH JaX€ YHUUYTOXXUTH OMNEPAMOHHYIO CHUCTeMY CO BceMu (aiiamMu B LIEJIOM.
B OosbIIMHCTBE CiTydaeB paclpoOCTPAHSIIOTCS BUPYChI UepE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOTrPaMM:

1. Ucnionib3yil  COBpEMEHHBIE  OMNEPAIMOHHBIE  CUCTEMBI,  HMEIOIINE
CEPBHE3HBIN YPOBEHD 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. [locTtostHHO ycTaHaBnuBail mnatyu (UGpPOBBIE 3aIlIaTKH, KOTOpPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C LETbI0 JIOPAOOTKU MPOTPaAaMMBbI) U JpYrue
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecnum  cymiecTByeT — pexum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEpE IMOJ TIpaBaMu MOJb30BaTENs, a HE
aAMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Uctionp3yid  aHTUBUPYCHBIE MPOrpaMMHBIE TMPOAYKThl  HU3BECTHBIX
IIPOU3BOJIMTEIIEH, C aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub GU3UYECKUM TOCTYI K KOMIBIOTEPY JJIs1 TOCTOPOHHUX JIUIL;

6. Ucmonp3yit BHEIIHWE HOCHTENIW MH(POpPMAIUH, TaKUEe Kak (Quielika, AUCK
uiu ¢aitn u3z aTepHera, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

/. He otTkpbiBaii KoMmblOTEpHBIC (haiibl, MOTYYECHHBIE M3 HEHAJIEKHBIX
uCcTOYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUCaT TBOM 3HAKOMBIH. Jlydiie yrouHu
y HETO0, OTIIPABJISUI JIU OH TeOe UX.

Cern Wi-Fi

C mnomompio Wi-Fi MoxHO mOMy4YnTh O€CIUTATHBIA HHTEPHET-IOCTYII
B 0OILIECTBEHHBIX MeCTax: Kade, OTelsAX, TOPrOBbIX LIEHTPax U a3pornoprax. Tak xe
ABJISICTCS. OTJIMYHOM BO3MOXHOCTHIO BbiX0oJa B MHTepHeT. Ho MHOTrME sKcnepThl
CUMTAIOT, 4TO obuienoctynHbie Wi-Fi ceTu He sSBIst0TCS 0€30MacCHBIMU.

CoBeTbl 110 0€30MaCHOCTH PadOTHI B 001IeOCTYMHBIX ceTsax Wi-Fi

1. He nepenaBaii cBOO JUUHYIO HHGOpMALKIO Yepe3 ooieaoctynHbie Wi-Fi
cetu. PaboTas B HUX, )KeJlaTeTbHO HE BBOJAWTH MAPOJHU JIOCTYIIA, JIOTHHBI U KaKUe-
TO HOMEpA;

2. Ucnionb3yit 1 OOHOBIISIIE aHTUBUPYCHBIE TIPOTpaMMbl U Opanamaysp. Tem
cambIM Thl 00€30MacuIllb ce0sl OT 3aKauKH BUPYCa Ha TBOE YCTPOICTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi orkmoun ¢yskmuio «OOmuit  moctyn
K (aitmam u mpunTtepam». [laHHas (yHKIHS 3aKphITa MO YMOJYAHUIO, OJHAKO



HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €€ I yI00CTBA UCIIOJIB30BAHUS B paboTe
WM ydeoe;

4. He wucnonp3yii nyOauunbii Wi-FI 11 mepemadd JMYHBIX JaHHBIX,
HaIpuMep, JUIs BBIX0JIa B COLIMAIBHBIE CETH WIIH B DJICKTPOHHYIO MTOYTY;

5. Ucnonw3y#t Tonpko 3amuiieHHoe coeauHenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkimoun ¢yHkumoo «[loakmouenue k Wi-Fi
aBTOMaTH4ecKn». He momyckaii aBTOMATHYECKOTO MOJAKIIOYEHUs] YCTPOHCTBA K
cersMm Wi-Fi 6e3 TBoero coracus.

CouuajbHble CeTH

CoumanpHasi CEeThb - 3TO CalT, KOTOPBIN NPEJOCTABIISIET BO3MOXKHOCTD JIFOISIM
OCYULIECTBJISATh OOILEHHE MEX]y co00l B HMHTepHeTe. Yaile BCero B HUX IS
KOKJOTO YEJIOBEKa BBIIEISAETCA CBOSA JIMYHAs CTPaHMYKAa, Ha KOTOPOW OH
yKa3blBaeT O ceOe pazNuyHyl0 HH(POpPMALMIO, HAYMHAsg OT MUMEHH, (pamMuiuu u
3aKaH4MBas JUYHBIMU (oTorpadusMu. MHOTHE NOIB30BATENIN HE TOHUMAIOT, YTO
uHpopMalus, pa3MelIeHHasi MU B COLMAJIBHBIX CETSIX, MOXET OBbITh HaiJileHa U
UCIOJIb30BaHA KEM YrOJHO, B TOM 4YHCJIE€ HE 00s3aTeNnbHO ¢ Olarumu
HaMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30ITACHOCTH B COLHAJIBHBIX CETHX:

1. Orpanuub cnucok Jnpy3ei. Y TeOs B Jpy3bsiX HE JTOJDKHO OBbITh
CIIyYalHBIX U HE3HAKOMBIX JIKOJIEH;

2. 3ammmai CBOIO YacTHYIO >KW3Hb. He ykaspiBail maponu, TeineQoHBI,
aapeca, JaTy TBOEro pOXICHHUS H  JPYIryl0 JHUYHYIO  HH(POPMALHMIO.
3710yMBILIIEHHUKHA MOTYT UCIIOJIb30BaTh AakKe HH(POPMALIUIO O TOM, KaK Thl U TBOU
POIMTENHN IUIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammmai CBOIO pEMyTalMIO - JEPKM €€ B YUCTOTE W 3ajaBail cebe
BOMPOC: XOTeJN OBl ThI, YTOOBI IPYTUE MOJIB30BATENN BUIEIH, YTO ThI 3arpy>Kaeiib?
[Tonymail, mpexxe 4eM 4To-To OIMyOJIMKOBATh, HAIIKCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPULIb C JIIOJABMH, KOTOPHIX HE 3HACIllb, HE UCIOJIb3YH CBOE
peasibHOe UMS U APYTYIO JUYHYI0 WH(OPMALUU: UMS, MECTO KHUTEJIbCTBA, MECTO
y4eObl U povee;

5. MW3zberait pasmemenust pororpaduii B MHTEpHETE, TIe THI M300pakeH
Ha MECTHOCTH, 110 KOTOPOU MOKHO OIPENENUTH TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpau B COIMAIBLHOM CETH HEOOXOIWMO HCIIOJIb30BATh
CJIOXHBIE AP0, COCTOSALIME U3 OYKB U LU U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

/. Jlns couManbHOM CETH, TMOYThl W JPYTUX CANTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble nmaposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIEHHUKH
IIOJTy4aT JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DJICKTPOHHbIE JeHbLI'H
DNEeKTPOHHBIC JIEHBIM — 3TO OYEHb YAOOHBIM COCO0 TUIaTeX e, OJIHAKO




CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEKTPOHHBIE JEHBIW MOSBWIACH COBCEM HEJABHO M MMEHHO H3-3a 3TOTO
BO MHOT'MX TOCYJIapCTBax J0 CUX IOP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DyHKIIMOHMPYIOT U O HUX YX€ MPOMHCAHO B 3aKOHE, Ie
UX PA3AEIA0T Ha HECKOJIBKO BUJOB - aHOHMMHbIE U HE aHOHMMHbIE. Pa3Huua B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UJCHTU(UKAIIMM  TOJIb30BaTEsl, a B HE AHOHMMHBIX WJACHTU(DUKALUU
II0JIb30BATEINS SBJIAETCS 0053aTENBbHOM.

Taxxe crhemyer pa3nuyaTh OJJIEKTPOHHBIC (HUATHBIE JEHBIU (PaBHBI
TOCY/IapCTBEHHBIM BalllOTaM) M DSJIEKTPOHHbIE HE(PHUATHBIC NEHBIH (HE pPaBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHoBHBIE COBETBI 110 0€30NACHOM padoTe ¢ ITeKTPOHHBIMU ICHbI AMMU:

1. TIlpuBsku K cyery MOOWIbHBIM TenedoH. DTO camblii yIOOHBIH
U OBICTPBIN CMOCOO BOCCTAHOBUTH AOCTYN K cyeTy. [lpuBsizanswii TenedoH
MIOMOJKET, €ciau 3a0ylellb CBOW IUIATEXHBIM Maposib WIM 3aijellb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonp3yit omHopaszoBble mnapoiu. llocie mepexoja Ha yCHIEHHYIO
aBTOpHU3alMI0 TeOe yXe He OyJeT yrpokaTh ONAacHOCTb KpaKu WJIM IepexBaTa
IUIATEKHOTO MAapOJIs;

3.  BribGepu cnoxusbiii napois. IlpectynHukam OyneT He MpocTo yraiarhb
CJIIOXHBIM Mmaposib. HajxexxHbple mapoiau — 3TO MApOJIM, KOTOPBIE COAEpXk AT HE
MEHee 8 3HAKOB M BKIIIOUAIOT B €05 CTPOYHBIE M MPOMHUCHBIE OYKBBI, HU(DPHI U
HECKOJIbKO CMBOJIOB, TAKME KaK 3HAK J10JU1apa, (pyHTa, BOCKIMIATENIbHBIN 3HAK U
T.11. Hampumep, StROng!;

4. He BBOJIU CBOM JINYHBIE IaHHBIE HA CailiTaX, KOTOPHIM HE 10BEPSECUIb.

JIEKTPOHHASA MOYTA

DJIEKTPOHHAS TIOYTa — 3TO TEXHOJIOTUS U MPEIOCTABISEMBIE €0 YCIYTH T10
MEePECHUTKE U TOTYYEHHUIO DJIEKTPOHHBIX COOOIIEHUHN, KOTOPBIE PaCIPEACIISTIOTCS
B KOMIIbIOTEpHOH ceTH. OOBIYHO AJIEKTPOHHBIM ITOYTOBBIM SIIUK BBITJISIAT
CJIeIyIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@umMs_oMeHa. Takxe KpoMme nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh Mepe/laBaTh (pailiibl.

OcHOBHBIE COBEeTHI IO 0€30MacCHOM padoTe € 3JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBWiibHBIA MOYTOBBIA cepBuc. B MuTepHeTe ecTh
OTPOMHBIN BBIOOp OECIJIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIE IOBEPATH TEM,
KOTO 3HA€IlIb U KTO NIEPBBIA B PEUTUHIE;

2. He ykaspiBaii B nu4yHON moute Ju4yHyr uHpopmanuto. Hampumep,
Jy4uie BeIOpaTh «My3bIKanbHbIA (haHaT@» nim «pok2013» BMecTo «temal 3»;

3. Hcnonp3yil ABYXATAHYKO aBTOPU3ALMIO0. JTO KOrAa MOMUMO Ao
HY>KHO BBOJUTH KOJI, TpUChUIaEMBbIN 10 SMS;

4, Br16epu ciioxHBINA Maposib. J[s KaXXI0ro MOYTOBOTO SIIMKA JOJIKEH
OBITh CBOW HAJICKHBIH, yCTONYMBBIN K B3JIOMY NIapOJib;

S. Ecam ecTtp BO3MOXKHOCTH HamucaTbh CaMOMY CBOW JIMYHBIM BOIIPOC,

UCIIOJIB3YH 3Ty BO3MOYKHOCTb;
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6. HNcnonb3yld HECKOJIBKO TMOYTOBBIX SIIUMKOB. [lepBhIM 1y 4acTHOM
MEPENUCKU C ajapecaramM, KOTOPbIM Thl JOBEpPSEIb. DTO 3JEKTPOHHBIA ajpec
HE HaJI0 UCIOJIH30BaTh MPH PETUCTPALUKA HA GOpyMax U CalTax;

7. He oTkpsiBaii ¢aitiipl U Apyryue BIOKCHHUS B MHChMaxX JaXXe €CIIM OHH
NPUIIUTA OT TBOUX Jpy3el. Jlydie yTouHM y HUX, OTIPABISUINA JM OHU TeOE ITH
(baiisr;

8. [Tocne okoH4YaHHs PabOTHI HA MOYTOBOM CEPBHICE TEpe] 3aKPHITHEM

BKJIQJIKU C CAUTOM He 3a0y/ib HakKaTh Ha « BBIATHY.

Ku0epOy/JUIMHT MM BUPTYAJIbHOE H3/1€BATEILCTBO

KubepOymmuar —  mpecieoBaHUE  COOOIICHHUSIMH,  COJCP)KAIUMH
OCKOpOJIeHUS, arpeccHio, 3aIyTUBAaHUE; XYJIUTaHCTBO; ColLlMaIbHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pBHOE ¢ KUOEPOYJIITMHIOM:

1. He Opocaiicst B 60ii. Jlydmuii cmoco0: mocoBeTOBaThCA Kak ceOs
BECTU M, €CJIM HET TOr0, K KOMy MOXXHO OOpaTUThCS, TO BHAyaj€ YCIOKOUTHCS.
Ecnu Thl HauHenb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHMS, TO TOJBKO €IlIe
00JIbIIE PA30KKENIb KOH(DIUKT;

2. VYrpapistit cBoel KubeppernyTraimei;

3. AHOHUMHOCTB B ceTd MHUMasA. CyIeCTBYIOT CIIOCOOBI BBISICHUTD,
KTO CTOUT 332 aHOHUMHBIM aKKayHTOM;

4, He crout BecTm XynuraHckuii oOpa3 BHPTyaJbHOW >KU3HH.

WNuTepHeT (UKCUpyeT BCe TBOM JACHCTBUS M COXpaHSET UX. Y IaUTh UX Oyner
KpalHe 3aTpyIHUTENBHO;

5. Benu cebs BexIIMBO;

6. Urnopupyii enuHUYHBIN HeraTuB. OTHOPA30BbIE OCKOPOUTEIHHBIC
COoOOIIeHUsT Jydyllle WrHopupoBatb. OOBIYHO arpeccusi MpeKpamiaercss Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMHU
COOOILEHUSIMU, B COLUAJBHBIX CETAX €CTh BO3MOXKHOCTH OJOKHPOBKU OTIPABKU
COOOIICHHI C ONPeIeTICHHBIX aIPECOB;

8. Ecnu 11 cBUgeTenb kubepOyinHra. TBOM JAEUCTBUS: BBICTYIHTH
IPOTUB IIpPECIIEIOBATENs], IIOKa3aTh €My, 4YTO €ro JEWCTBUS OLEHUBAKOTCS
HETaTUBHO, MOAJAEPKATh JKEPTBY, KOTOPOW HYXHA ICHUXOJIOTUYECKAS] MOMOIIlb,
COOOIIUTH B3POCIIBIM O (DAKTE arpeCCUBHOTO TOBEJICHHUS B CETH.

MoOuabHbIN TejaedoH

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJHE B3POCIIbIT
GbyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTWpoBaHWE W TIOMCK YSI3BUMOCTEM B HHUX HPOUCXOAUT HE Tak
MHTEeHCHBHO, Kak 1 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHHUT.

CoBpeMeHHbIE MOOWIJIbHBIE Opay3epbl YK€ TPaKTUYECKU JIOTHAIH
HACTOJIbHBIE aHAJOTH, OJIHAKO pacHMpeHue (QyHKIMOHAla BIe4YeT 3a coOou
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OOJIBIIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlaexko HE BCe MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIIHEC
KPUTHYECKHE YA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIA 0€30IIACHOCTH MOOMJIBLHOIO TeJie(poHA:

1. Byaw octoposkeH, Beab Korja Tede nmpeayiaraloT OecruiaTHbI KOHTEHT,
B HEM MOT'YT OBITh CKPBIThI KAKHE-TO IJIATHBIE YCIYTH;

2. Hywmaii, npexzae yem otnpaBuTh SMS, ¢poro wim Bumeo. Tl TOUHO
3HaClllb, I7I€ OHU OYJyT B KOHEUHOM UTOTE?

3. Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO CMapThOHa;

4, Vcrionp3yil aHTHBUPYCHBIE TIPOTPAMMBI JJII MOOMJTHHBIX TEIE(POHOB;

d. He 3arpyxail npuiaokeHusi OT HEM3BECTHOIO HMCTOYHUKA, BEllb OHU
MOTYT COJIepKaTh BPEIOHOCHOE MTPOTrpaMMHOE 00eCTIeUCHHE;

6. [locne TOro kKak Tbl BBIMJACHIL C CaWTa, TA€ BBOAWI JIMYHYIO
nH(popMaluio, 3aiiiu B HACTPOIKK Opay3epa u yaanu cookies;

1. [lepuoguyecku MNpoBepsAl KakWe IUIATHBIC YCIYTM aKTUBUPOBAHBI
Ha TBOEM HOMEPE;

8. JlaBaii cBOif HOMEp MOOMJIBHOTO TelePOHA TOIBKO JIFOJISIM, KOTOPBIX
ThI 3HACIIH U KOMY JIOBEPSICIIIb;

9. Bluetooth gomkeH OBITH BBIKIIOUEH, KOTJA Thl UM HE IOJIB3YEIIbCS.

He 3a0b1Bait uHOT1a IPOBEPSATH ITO.

@OUUINHT WM KPaKa JUYHBIX JAHHBIX

I'maBHas wnenp ¢GumuHr - BUjga HHTEpHET-MOLIEHHUYECTBA, COCTOUT
B TMOJYYEHUU KOH(PUACHIHMAIBHBIX JAHHBIX I0JIb30BaTeIed — JIOTMHOB U
naposeii. Ha anrnmiickom s3pike phishing unraercs kak ¢umunr (ot fishing —
pbIOHas JTOBJIs, password — Maposib).

OcHOBHBIE COBETHI 10 0OPBHOE C PUILIMHIOM:

1. Cnean 3a cBOMM akkayHTOM. EciM Thl MOoJo03peBaellb, YTO TBOS
aHKeTa ObUIa B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBaTh €€ U COOOIIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnonb3yit Oe3omacHbie BeO-CaiThl, B TOM 4YHUCJE, HHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CUCTEM;
3. Hcrnonb3yil CloXKHBIE U pa3Hble Mapoiu. Takum oOpa3zoM, eciu TeOs

B3JIOMAIOT, TO 3JOYMBIIUICHHUKHA TMOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npoUIII0 B CETH, a HE KO BCEM;

4, Ecau 1e0s B3noMaiu, TO HEOOXOAMMO MPEayNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpPbI€ J100ABJICHbI y TEOS B APY3bSX, O TOM, UYTO TE€OS B3JIOMAaU
M, BO3MOXXHO, OT TBOEro HMEHHM OYAET pacchlaThCs CIaM U CChUIKM Ha
(UIIMHTOBBIE CATHI;

S. YcranoBu HagexHbid napodib (PIN) Ha MOOMIBHBIN TenedoH;
6. OTkJiTroun coXpaHeHue mapodsi B Opaysepe;
1. He oTtkpeiBaii (haiinel U Apyrue BIOKEHHs B MMHCbMaX JaKe €CIIM OHU

MPUILTA OT TBOWX JApy3el. Jlydile yTouHu y HUX, OTIPABISUIIM JIM OHH TeOe ITH
(banbI.



